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«Hawa mmccud
3AKJTIOMOEeTCH
B obecrne4vyeHunm
HaOOEeXHOU 3ALLNTDI
KOPNOPATUBHbIX
MHPOPMALMNOHHDBIX CUCTEM
HALWWUX KITIMEHTOB»




NMouyemy ITPROTECT

j ﬁ NMoaTBep)XaeHHas
HAAEeXHOCTb

PeanusoBanu 6onee 450 NpOEKTOB, KAK
denepanbHoro ypoBHs (c 6onee 100 TbiC paboumx
MECT), TOK 1 MHHOBALMOHHbIX MMNIOTOB C NMEePBbIMMU
BHegpeHuamm Nb-npoayKToB B Poccuu

Lnpokuin nopTdenb
peLleHnn

Y HOC BbICOKME NAPTHEPCKME CTATYCbl Y 6onee 4em
50 npounsBoguTenen NpoayKTos B chepe 3aLWmThI
MHOOPMALUU, KOK POCCUNCKUX, TOK M MHOCTPAHHbIX

@ CunbHaa KoMmaHpaa

B Hawen komaHae 6onee 50 Nb-
npodeCcCrMoOHANOB C CEPTUOUKATAMU OT
Beoywux Mb-npounssogutenen

E% KoMnneKcHas 3aWmnTa
A «noa KJrou»

PaboTaem co BCceMu KJTItouYeBbIMU Knaccamm UNb-
cucTem ans obecnedyeHums 3aWmTbl HO YPOBHE
HOPMATMBOB, CETU, MPUNOXKEHUN, OAHHbIX U OP.
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‘ Hawu ueHHoCcTH

' UHHOBALMOHHOCTD

MOCTOAHHO TeCTMpyeM HOBble MPOAYKTbl O/9 MOBbIWEHUA YPOBHA 3ALUMWEHHOCTH
KIMEHTCKON MHPOPMALMM OT HOBbIX TUMOB Yrpo3.

N K/IMeHTOOPpUEeHTUPOBAHHOCTDb

npmnoep>xxXmBaemcqd KJIMeHTOOPUEHTUPOBAHHOIO NoOoxoaad K KA>XXOoMy KI/ITMEeHTY U ero
3agadye.

' NMoaaepXXaHue aKcnepTuUsbl

HENPEPbIBHO PO3BMBAEM TEXHMYECKYID OBKCNEepTM3Yy HALWMX CneuManMcTtoB Ans
co30aHUSA  2PODEeKTMBHbIX WB-pelueHnin B YCNOBUSAX HEMNPEPbLIBHOTO pPA3BUTUSA
Kn6epyrpoas.

< KomnnekcHoe npeasioXXxeHue

npennaraem CBOMM KJIMEHTAM KOMMIEKCHbIM Noaxon - OT ayaAuTA M KOHCANTUHIA o
BHELPEHUA CUCTEM 3AWMTbI U AYTCOPCUHIA GYHKUNIM NB-Cny>KObl.

< 9ddeKkTUBHOE ynpaBneHue NpoeKTaMm

nCcnoJsibsyem CO6CTBeHHyPO MeTogonorunto ynpaBeJieHUqA MNPoOeKTaAMn ansa
MUHNMN3ALUNUN KITMEHTCKUX PACXOOOB.
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Hawu KJIMeHTbl
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Hawu knameHTbl. QMHAHCHI
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Hawu KnneHTbl. FocceKkTop

QCAe]JaJleOE AreHTCTBO CBA3H '
(POCCBA3b) YPCCI no Mockse
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: 9
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CIVIC CHAMBER OF THE RUSSIAN FEDERATION

MOCBOAOKAHAN
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HanpaBneHus
Pa6oTbl
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HanpaBneHus pa6oTbl

« 3AlNUTA NEepPCOHANbHbIX AAHHbIX (P3-152, GDPR)

« 3awuTta KU (Pp3-187)
« ATTecTaums 06beKTOB MHPOPMATUIALMM

« CooTBeTcTBME BAHKOBCKUM CTO HOAPTAM
1. CepBuUCHI
Uycnyru

o  AHOMU3 30WMULEHHOCTU U TECTUPOBAHME HA MPOHMKHOBEHME (Pentest)
« KomnnekcHbin ayout Ub
« 30WMTA rocygapCTBEHHbIX MHPOPMALMOHHbIX cuctem (TMC)

* Texnopoep)XKa CcpencTB 3aWUTbI
*  ConpoBoxpaeHue Mb-cuctem (Mnm AyTCOPCUHT QYHKLMUIA UB-Cy»x6bl)
« AHTMBMpPYCHaSA 3awmTa (Endpoint Security)
«  OBHApPYXXEHME CNOXHbIX YIPO3 HO KOHEYHbIX TOYKax (EDR, XDR)
«  YnpaBneHne MoObUIbHbIMU YCTPONCTBAMMU U NPUITOXKEHUAMU (MDM)
2. beszonacHOCTb « 3awmTa noyThl (Antispam)
UT-MHPPACTPYKTYpPDI « 3awWuTa oT Lenesbix aTak (AntiAPT)
« [oBbillEHME KNBEPrPAMOTHOCTU COTPYAHUKOB (Security Awareness)
« 3awmTa BUpTYanusaumm (Security for Virtualization)
« Umutaums UT-akTmeoB (Deception)
«  MexceTeBoe aKpaHMpoBaHue (NGFW)
« 3awmTa kaHanos cBa3n (VPN/CK3W)
« KoHTpoOnb gocTyna B MUHTEPHET (Web proxy)
3. CeTeBad « KoHTponb gocTyna K 061a4HbiM pecypcam (Cloud Access Security Broker)
6e30MAacCHOCTb « KoHTponb goctyna k cetu (NAC)
« YnpaBfieHne NoNMTUKAMK ceTeBor 6e3onacHoCTU (NSPM)
« AHaNu3 ceTeBoro Tpaduka (NTA)
. 3awwuTta ot DDOS-aTak (AntiDDoS) 1




HanpaBneHus pa6oTbl

4. KOHTpONb U
ynpaBseHue
AOCTYNOM

YnpasneHue ayteHTuoukaumen (MFA, SSO)
YnpaBneHne y4eTHbIMU AHHbIMK (IDM)

KOHTPOMb NPUBMNErMPOBAHHbIX Nofib3oBaTeen (PAM)
3aWmnTA OT HECAOHKLMOHMPOBAHHOIO OCTYNA
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5. MOHUTOPUHT U
ynpaBieHue

UMHOOPMALUOHHON
6e30MNacHOCTbIO

YnpaBaeHue cobbiTUAMM U MHUMAEHTAMK UB (SIEM)
Ynpasnerue yassumocTtamm (Vulnerability management)
PearMpoBaHue Ha MHUMAEHTbI (IRP)

[aHHble 06 akTyasbHbIX yrposax (Threat Intelligence)

6. 3aWMNTA AAHHbIX
U MPUNOXKEHUNN

YNpaBAeHUe HECTPYKTYPUPOBAHHbIMKU AAHHbIMKU (DCAP/DAG)
3awmTa oT yTeyek MHdopmaumm (DLP)

MOHUTOPUHT U KOHTPOb NeYaTH (Print Security)

BesonacHbi obmeH parnnamm (secure file sharing)
MAacKnpoBaHME OAHHbIX

NHPPACTPYKTYPA OTKPbITbIX Ktoven (PKI, HSM)

LndppoBaHme dannos n guckos (Encryption)

KoHTponb 6e3onacHoCTH npunoxenui (Application security testing)
YnpaB/ieHne OOCTYMNOM K CeKpeTaMm (Secret management)
3awmTa nybankaumm seb-npunoxennn (Web Application Firewall)
3awmTa 603 gaHHbIX (DAM/DBF)

7. N"HOOPMALUMOHHAA

6e3onacHocTb ACY TN

3awmTa y35108B B NpoMmbllneHHomn cetu (Industial Endpoint Protection)
MOHUTOPUHT TeEXHOOrMYeckoro Tpaduka (INAD)

MpoMbILLIEHHbIE MeXceTeBble aKpaHbl (Industrial firewall)
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TUNOBOM COCTAB YCNYTI B pPOMKAOX BHeAPEHUA
Ub-pelieHnu

NMpoeKkTupoBaHUe
APXUTEKTYPbI PeLUEeHns

Ayaut
TeKylLlen Q
MHOPACTPYKTYPbI

Nop6op pelweHus
nopa 3agadvy

TexHuyeckas
noggep»xka

MUNOTHbLIN NPOEKT
(Npn Heob6XxoaMMOCTK)
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BHeapeHuWe U uHTEerpauums
C syileMeHTaMM

MHPPACTPYKTYpPbI

ConpoBoXxaeHue,
OOHACTPOMKA U
pa3suTre Nb-peleHunmn
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SALLMLLAEM, OMNEPEXASHA YIPO3bl

Hy>XHaQ
KOHCYJIbTALMA?

+7 (495) 786-34-93
sales@itprotect.ru
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