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«Hawa mmccud
3AKJ1IOMaEeTCH
B obecneyeHumu
HaOOEeXHOU 3ALLNTDI
KOPNOPATUBHbIX
MHPOPMALMOHHbIX CUCTEM
HAWWMX KITIMEHTOB»




Nouyemy ITPROTECT. B getansax

j ﬁ NMoaTBepXaeHHas
HOA4Ee)XHOCTb

Peannsosanu 6onee 550 NpOEKTOB, KAK
denepanbHOro ypoBHs (25+ TbiC. pabounx MecT),
TOK M MHHOBALMOHHbIX MUIOTOB C NEPBbIMMU
BHegpeHuamm Nb-npoayKToB B Poccuu

lnpokuin nopTdennb
peleHun

Y HOC BbICOKME NAPTHEPCKME CTATYCbl Y 6onee 4em
50 npounsBoguTenen NpoayKTos B chepe 3aLWmThI
MHOOPMALUU, KOK POCCUNCKUX, TOK M MHOCTPAHHbIX

@ CunbHAOA KOMAHAA

B Hawen komaHae 6onee 70 NpodeCcCcCUoHAOB
B 06/10CTU MIHOOPMALMOHHOM 6E€30MACHOCTH

E% KoMnjeKCcHas 3aWumTa
A «nopa KJlo4Y»
PaboTaem co BCemMm KoYeBbIMU Kiaccamm UNB-

cCUCTEeM ONnsa ob6ecneyeHus 3aLmTbl HO YPOBHE
HOPMATMBOB, CETU, MPUNOXKEHUIM, AAHHbIX U AP.
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‘ Hawu ueHHoCcTH

N UHHOBALMOHHOCTD

MOCTOAHHO TeCTMpyeM HOBble MPOAYKTbl O/9 MOBbIWEHUA YPOBHA 3ALUMWEHHOCTH
KIMEHTCKON MHPOPMALMM OT HOBbIX TUMOB Yrpo3.

< lNopapep>xaHue aKkcnepTU3bl

HEeMpPepbIBHO PA3BMBAEM TEXHUYECKYIO OJSKCMEepTU3y HAWMX CNeuuanncTtoB AOnd
co3fnaHna  addPekTmMBHbIX Wb-pelleHnin B YyCNOBUAX HEMNPEepbIBHOTO pPA3BUTUA
Knbepyrpoas.

' KNMEeHTOOPHEHTUPOBAHHOCTD

npnoep>xXxmBaemcqd KJIMeHTOOPUEeHTUPOBAHHOIO NoAxXoad K KA>XXAoMy KI/ITMeHTY U ero
3agadye.

X KomnnekcHoe npeasioXXeHue

npennaraem CBOMM KJIMEHTAM KOMMIEKCHbIM Noaxoa - OT ayAuTA M KOHCANTUHIA o
BHELPEHUA CUCTEM 3AWMTbI U AYTCOPCUHIA GYHKUMIM NB-Cny>KObl.

X DpPpeKTUBHOE ynpaB/eHUe NpoeKTamm

nCcnoJjibsyem CO6CTBeHHyPO MmeTogonorunto ynpaBeJieHUqA MNPoOeKTaAMn ansa
MUHNMN3ALUNUN KITMEHTCKUX PACXOOOB.
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Hawu KnneHTbl. FocceKkTop

QCAe]JaJleOE AreHTCTBO CBA3H '
(POCCBA3b) YPCCI no Mockse

. Oenepanbhioe rocyIapeTBenH0e YHHTAPHOE NPeANDPHATHE ‘ P O C P E E c T P

denepanbHas _ F
AHTHMOHOIIONEHAS (T TIABHBIil [EHTP CITEHATBHOI CBS3H» ' e KR rpan,
CJIY)KGa Kajactpa v kaptorpadum

AHUMOHEPHOE OBWECTBO
: 9
couecrsenanrarara &3 NOCHHIKTIPOEKT ) FO3HAK

CIVIC CHAMBER OF THE RUSSIAN FEDERATION

MOCBOAOKAHAN
©BYH LlenTpansHbiin HUA
AT ALIA A D
SnuaeMUonorum POCHAHO MO T FARCAL |
POCHOTPQGH&RSOPQ Fiooru i DO SnpnopausR saoTenaan i

PErYNAPHLBIE MAPWPYTBI NOAMOCKOBDSA
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HanpaBneHus pa6oTbli
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CepBUCDHI U
ycnyru

3AUMTA NepPCOHATbHbIX AAHHbIX

(P3-152)
SawmTa KW (P3-187)

ATTecTauma 06beKkToB
MHOODMATU3ALMM

COoOTBETCTBME BAHKOBCKMM
CTOHOOPTAM

AHON3 3ALWLMLEHHOCTH
N TECTUPOBAHME HA
NPOHWKHOBEHKE (Pentest)

KomnnekcHbin ayonT b

3AUMTA rocygapPCTBEHHbIX
NHOOPMALMOHHbBIX cucTem (T1C)

Texnoaaep»XKKa CPeaCcTB 3ALUMTDI

ConpoBoxaeHre Nb-cnuctem (Mnm
AYTCOPCUHI OYHKLNM NB-CNYy»KObI)

~

/

be3onacHoOCTb

e
o UT-MHOPACTPYKTYpPDI

AHTUBMPYCHOS 3aWmTa (Endpoint
Security)

OOHAPY>KEHME CNOXHbIX YTPO3
HQO KOHEYHbIX Touykax (EDR, XDR)

YnpaBaeHne mMobuabHbIMK
YCTOOMCTBAMM U MPOUIOKEHUAMM
(MDM)

3aWMTA NoYThbl (Antispam)
3AWMTA OT LeneBbix aTak (ANtAPT)

MoBbILLEHME KNOEeRrPAMOTHOCTM
COTPYAHMKOB (Security Awareness)

3AUNTA BUPTYCIN3ALMN
(Security for Virtualization)

NmuTaLma NT-axktneos (Deception)

CeTeBas
6e30MNacHOCTb

MexkceTeBoe GKPAHMPOBAHME
(NGFW)

3AWMTA KOHOOB CBA3M
(VPN/CK3M)

KOHTPOMb JOCTYNA B MHTEPHET
(web proxy)

KoHTponb goctyna k ceth (NAC)

YnpaBneHue NoanTUKamm
ceTeBon 6e3onacHocTM (NSPM)

AHONMN3 ceTeBOro TpAdUKa (NTA)

3awmTa oT DDOS-OTOK
(ANtiDDoOS)




HanpaBneHus pa6oTbli
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« YNpaBneHne cobbiTUamm
M MHUMOEHTOMM MB (SIEM)

« YNpaBneHue ysa3BMMOCTAMM
(Vulnerability management)

« PearvpoBaHme Ha MHUMOeHTbI (IRP/SOAR)

. J

3awmTa 603 gaHHbIX (DAM/DBF)

KOHTPOMb 6€30MACHOCTH
nounoxxeHnn (Application security
testing)

3awmTa Nnyenmkaumm Bed-
npunoxeHun (Web Application
Firewall)

-
KoHTponb
Py 3aWwmTa AAHHbIX MHPOPMALMOHHAOS
YNPABNEHUE / 6e3onacHocTb ACY TN
LOCTYMNOM U NPUIOXXeHUn
« YnpaosneHve ayTeHTudmnkaumen (MFA, SSO) YnpasneHne o 3ALUMTA Y3/10B B NMOOMbILLNIEHHOMN
HECTRYKTYPUPOOBAHHBIMK OAHHbIMM ceTu (Industrial Endpoint
« YNPABIEHWE YYEeTHbIMKW OOHHbIMIK (IDM :
P 4 a IBM) (DCAP/DAG) Protection)
o KOHTPOMb NPUBUIEMMPOOBAHHbIX
nonbsosaTenen (PAM) 3AWNTA OT yTeyeK MHOOPMALMMN e MOHUTOPWUHTI TEXHONOMMYECKOro
(DLP) Tpaduka (INAD)
- / 3awmTa 603 gaHHbIX (DAM/DBF) o [1POMbBIWNEHHDBIE MEXCETEBDBIE
e ™ BE30MACH DI O6MEH GOIaMY okpaHsbl (Industrial firewall)
MOHUTOPUHI (Secure file sharing)
U ynpasseHune MACKMPOBAHWE OAHHbIX
MHPOPMALMOHHOM VMHOPACTRYKTYPA OTKPbITbIX KITtoYewn
6€e30MacHOCTbIO (PKI, HSM)




TUNOBOM COCTAB YCNYT B PAOMKQAX
BHeaApeHusa Ub-pelieHun

NMpoekTUpoBAHUE
APXUTEKTYpPbI peLlleHnsa

AyauT
Tekyuwen Q
MHOPACTPYKTYPbI

Noa6op peweHus
noa 3agadvy

TexHuyeckas
noanep>ka

MUNOTHbLIN NPOEKT
(Npn Heob6XxoaMMOCTK)
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BHeppeHue U UHTErpauus
C 9/IEMEHTAMMU

MHPPACTPYKTYpPbI

ConpoBoXaeHue,
OOHACTPOMKA U
pa3suTre Nb-peleHunmn

13



itprotect

SALLMLLAEM, OMNEPEXASHA YIPO3bl

Hy)>XHQ
KOHCYJIbTALMA?

+7 (495) 120-64-46
sales@itprotect.ru



